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Managed Secure
Infrastructure Service Approach
Datacraft’s Managed Secure Infrastructure Service approach
aims to reduce risk and cost to companies by offering full service 
management, security monitoring and vulnerability management 
of complex security infrastructures.

The trend towards outsourcing
More companies are agreeing that the 

main benefit of using a specialist 

security provider is the ability to 

outsource a non-core capability to a 

company that is focused solely on 

security. Specialist security service 

providers offer a 24 x 7, robust security 

programme and have expert security 

staff to call upon.

“There is also a significant cost 

advantage – it is up to 70% cheaper to 

use a MSSP than it is to run security 

in-house.”

Forrester, Market Overview, March 

2004

Today, the burden of stringent regulatory 

compliance (Sarbanes-Oxley, HIPAA, 

etc.) and the dramatic increase in the 

number of new vulnerabilities has 

increased the need for dedicated 

experts. 

The cost associated with hiring, training 

and retaining professionals with 

adequate security skills to combat the 

increasing security threat has stimulated 

the global growth for outsourcing of 

security requirements.

Security Vulnerabilities
Reported to CERT/CC

Source: www.cert.org/stats
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Converging technologies
Communications infrastructures are 

designed with a secure perimeter, 

clearly separating a business’s interior 

and exterior communication. Mobile 

workers and wireless technologies have 

shifted the paradigm of the traditional 

perimeter, making it completely 

transparent. A mobile workforce and 

exposure of internal IT resources to the 

Internet, customers and partners 

demands higher levels of security. 

Network, systems and security 

management are rapidly converging. 

Security technology is moving from 

standalone products to becoming 

embedded in core network infrastructure 

and operating systems fabric. Initiatives 

in Datacraft’s Adaptive Secured 

Infrastructure, Admission Control and 

Self Healing Networks, are strong 

indicators that technology is converging 

rapidly. 

Our Approach
Market dynamics, technology advances 

and a dramatic change in the type and 

frequency of exploits have necessitated 

additional strategies for managing 

security. Companies need to move 

beyond the traditional approach of 

applying realtime security monitoring to 

standalone security devices. As security 

becomes more distributed and 

embedded in the infrastructure Datacraft 

believes that the new managed security 

challenge will be in building, configuring 

and maintaining self-defending security 

infrastructures effectively. In addition, 

performing periodic audits and testing 

the effectiveness of automated defences 

will be crucial in maintaining an 

acceptable security posture. Our aim is 

to make security simple, cost effective 

and practical.

Datacraft’s strength and capability as 

a systems integrator lies squarely in 

the ability to plan, deploy, maintain, 

manage and secure complex networking 

infrastructures. We are ideally positioned 

to offer clients the next wave of 

integrated secure infrastructures. 

We further assist our clients with the 

transition to future secure infrastructure 

management trends by focusing on the 

delivery, maintenance and optimisation 

of managed secure infrastructures 

providing a secure platform for 

IT, enabling trustworthy business 

communication.

Our Credentials
For over 20 years, Datacraft’s core 

business has been the delivery of 

network solutions to businesses 

worldwide. Coupled with our strong 

track record in security, Datacraft has 

been the single infrastructure provider of 

Managed Secure Infrastructure Services 

to more than 5,000 clients in over 36 

countries. 

With our global pool of professionals 

consisting of 150 security specialists, 

300 engineers and 51 CISSPs, we 

ensure that your infrastructure is 

protected from existing and future 

security threats –

24 x 7 x 365.
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